Secure Wireless Network Access

How to configure your Windows Vista PC to access the “SU-Secure” wireless
network

Step 1

Click the START button and select Control Panel.
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Step 2

Select “Network and Internet” from the list.
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Step 3

Select “Network and Sharing Center”.
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Step 4

On the left under TASKS, select “Set up a connection or network”. Then select “Manually
connect to a wireless network”.

@Ov|§ <« Network and Internet » Metwork and Sharing Center o | ‘j| |__§F__'a£h P |

Tasks

View computers and devici - :
@ ¥ Setup a connection or network
Connect to a network o
Manage wireless networks n 3
Choose a connection option
Set up a connection or net
Manage network connectiy
-
Disarike and resi Connect to the Internet i
H1agnos P Set up a wireless, broadband, or dial-up connectien to the Internet.
Set up a wireless router or access point
Set up a new wireless network for your home or small business,
2 . Manually connect to a wireless netwark
IR sl Choose this to connect to a hidden network or create a new wireless
& Setup awireless ad hoc (computer-te-computer) network L3
&Ry Set up a temporary network for sharing files or an Internet connection.
== Setup adial-up connection
ﬂ Connect through a dial-up connection to the Internet.
2
See also [ et ] [ Cancel
Bluetooth Devices

Internet Options

Windows Firewall




Step 5

Fill out the information as shown below, then click Next.
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Step 6

Select “Change connection settings”.
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Step 7

In the connection tab, make sure the options are checked as shown below. When done, click
the Security tab and proceed to the next step.
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Step 8

Once you are in the Security section, select the options that are shown below. When finished,
click the “Settings” button next to the “Choose a network authentication method” and proceed to the

next step.
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Step 9

Enter the options shown below. If you do not have “Thawte Premium Server CA” in your
Trusted Root Certification Authorities list, then you can leave the checkboxes in that section blank and
you will be prompted to “trust” the certificate when you connect (you will want to trust it). Make sure
the “Do not prompt user to authorize new servers or trusted certification authorities” is UNCHECKED, as
this will help you in connecting to SU-Secure if you do not have the certificate listed below.

When finished here, click the “Configure” button and proceed to the next step.
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Step 10

After clicking Configure, please make sure the highlighted checkbox below is UNCHECKED. Then
click OK. You then want to click OK on the “Protected EAP Properties” window you were just at, with
the Configure button.
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Step 11

If you have the prompt displayed at the bottom of this image (Additional information is required
to connect to SU-Secure) then click that. Otherwise, click “Connect to...” and select SU-Secure from the
list and “connect”.
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Step 12

Once you try to connect to SU-Secure after configuring that network, you will get the prompt
shown below. Please make sure you enter your User name and Password, just as you would if you were
accessing a lab machine on campus. Please type “SALISBURY” for the Logon domain. Ifitisn’t greyed
out, you can click on “Save this user name and password for future use” to prevent this step in the
future.
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